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Introduction

The Provincial Approach to Student Information (PASI) is a strategic, multi-year collaborative initiative with the overall objective of facilitating the improvement of student learning and student access to learning opportunities.  The PASI long-term vision is to enhance school authority and ministry business processes and technology used related to student information management.  

School authorities currently submit student-based information to Alberta Education via Edulink
 – which was developed in the 1980’s – including:

· Student personal information

· Enrolments 

· High school course marks 

· Diploma exam registrations 

Alberta Education takes the Edulink-generated files and processes them in Ministry systems.  PASI will replace Edulink through the introduction of a PASI Core data repository in which the school authority SIS would interact directly, enabling school authorities and schools to attain the full benefits of entering and exchanging student information in real time.  

Many smaller school authorities in Alberta either do not have a SIS or they have a SIS solution that is limited in its ability to be upgraded for PASI requirements.  One SIS solution is sought to meet the needs for the majority of small school authorities.  

School authorities have until August 2013 to implement a PASI-enabled student information system (SIS).  For the 2010-11 school year, the goal is to have all student data exchanged within PASI; PASIprep was developed as a transitional tool.

Within this context, PASI has formulated a plan designed to achieve this vision.  The plan is based upon an incremental approach to manage and direct the development, integration and deployment efforts for both software providers and PASI.  This plan is discussed in detail in the document.

This document is intended to be the primary source of integration information for software providers wishing to integrate their product(s) with PASI.
Purpose

This document is designed for software providers and provides: 

· an overview of the PASI business vision;
· an overview of the PASI technical vision including application interoperability;
· an introduction to the PASI interoperability security approach;
· an introduction to the PASI Reference Client which provides a software integration example;

· integration directives providing direction for development, testing, and deployment;
· an overview of the PASI incremental approach for delivery

Note: Other documents providing further detail about specific subjects exist in support of this document.  These documents are referenced in this document with information navigating the reader to the document.

PASI Vision

Software providers (i.e. Student Information System (SIS) vendors or in house developed solutions) provide the software that is used to support the activities required to deliver education services to students by Alberta schools and school authorities.  Information is the vital component needed to deliver the best and most effective services to the student.
PASI has developed both business and technical frameworks to support the vision to deliver “the right information to the right people at the right time” across Alberta. 
PASI Business Framework
Alberta’s ECS–12 education system is composed of more than 2,200 public and separate schools in over 400 school authorities and offers educational programs to nearly 600,000 students. Student information is gathered from the first moment a student interacts with the education system. This student information begins to accumulate and grow at every level of the enterprise. This information is continuously enhanced by schools, school authorities, and Alberta Education. 
The exchange of this student information is rarely one way.  This information is used to make many decisions by and for the student, the parent, the teacher, the school, the school authority, Alberta Education as well as many others.

PASI has been developed with the objective of collecting and sharing student-related data in an on-line, real-time environment that will enhance opportunities to improve program delivery and student access and learning by providing “the right information… to the right people… at the right time!”
Provincial Approach to Student Information (PASI) systems integrate student information across the province in order to support a student’s journey in education from Early Childhood Services (ECS) to grade 12.  This goal is to be realized incrementally over time, where each increment will focus on supporting the exchange of specific information. With the implementation of each increment existing SIS applications in the schools and school authorities will need to be modified to work with PASI.
PASI Technical Framework
PASI’s technical framework facilitates the sharing of information across the organizations in support of the business model by providing the inter-operability mechanisms to support this sharing of information.  In the PASI architecture (figure 1) information moves between the software provider applications (e.g. a Student Information System or SIS) and the PASI Core in real-time where appropriate.
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Figure 1. PASI Architecture Overview

1.1.1 The PASI Core

The PASI Core captures and manages data on behalf of all participating organizations.  In addition to data storage, it is responsible for data validation, security and privacy, as well as data synchronization with other organizations.  

The PASI Core also publishes web services to be called by software provider applications (as well as Ministry applications) in order to carry out the movement of information in support of the business model.  It is expected that software providers will make the appropriate modifications so that either the software provider’s application will call the PASI Core web services, or an agent of the application will call the PASI Core web services.  Whatever way the software provider chooses, mechanisms to support real-time calling of the PASI Core web services are required.

There is no intention of having web services hosted by anything other than the PASI Core in the PASI architecture.

Note: The web service specifications are published in the appendices.
1.1.2 PASI Clients

In the PASI architecture a PASI Client is a standalone application or a module within an existing application that interacts with the PASI Core on behalf of one or more organizations.  In most cases, software provider applications are PASI Clients.  For example, a Student Information System (SIS) in a school authority may be a PASI Client.

1.1.3 PASIprep

In order to accommodate the transition to PASI over time by all school authorities, PASI has developed a transitional tool called PASIprep (figure 2).  PASIprep is a PASI Client in that it interacts with the PASI Core.  School and Authority personnel use PASIprep to submit SIS files (student personal information and student school enrolment data) to Alberta Education instead of the EduLink application (used before September 2010).  
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Figure 2. Transitional PASI Architecture

PASIprep provides school authorities who are not yet using a PASI-enabled SIS the ability to exchange student information with PASI in real-time until such time as these school authorities have a PASI-enabled SIS.

PASIprep has six primary functions:

1. Searching for a student’s Alberta Student Number (ASN),

2. Creating new student records within PASI in order to establish a new ASN,

3. Reviewing and managing student personal information within PASI, 

4. Submitting Enrolment information to PASI in the form of an SIS file,

5. Releasing Enrolment information within PASI to Alberta Education, and

6. Producing a limited set of reports.

It is expected that all school authorities will have a PASI-enabled SIS by September 2013 and once they do, they will no longer be required to use PASIprep.
PASI and Standards

Fundamental to PASI is a set of standards relating to data (data definitions and data formats), communications, privacy, security, etc.  These standards provide key foundational elements used in the PASI business model and technical implementation.  The standards are derived from current public standards as well as from the specific needs of the province.

The PASI security standards are described in the Security section.
1.1.4 PASI and SIF

PASI is working with the School Interoperability Framework Association (SIFA) to create an Alberta SIF profile.  This profile will address data object and data element specification only.  

The SIF specification also addresses the movement of data from one application to another.  However, it does not address key needs identified for PASI including data distribution based upon student location; data validation; etc.  As a result, PASI does not use the SIF specification beyond these data object and data element specifications.
PASI does not preclude the use of SIF inside of education organizations.  For example, it would be possible for a school authority to have its own Zone Integration Server (ZIS) that serves the exchange of data between a suite of applications in the school authority.  However, one or more of the applications would have to interact with the PASI Core in order to exchange information with the remainder of the province on behalf of the school authority.
Security

The intent of this section is to provide information of how security is addressed in PASI.  Security addresses authentication and authorization as well as some aspects of audit, monitor and alarm capabilities for PASI.  

Authentication and Authorization

Authentication and authorization are managed within the context of system-to-system communications between PASI Clients and the PASI Core. They are addressed during each web service call.

This system-to-system interface represents a boundary of trust and responsibility between organizations.  Each organization is responsible and accountable for the actions taken by their systems.

Note: Local-user authentication to local organizational systems (e.g. SIS) is not in the scope of PASI.  However, it will be addressed in an agreement between client organizations and Alberta Education.
The following discussion provides more detail around these topics.

1.1.5 Authentication Discussion

Authentication is the process of verifying a claim made by an entity. In the context of each PASI service interaction, there are two entities each making a claim. The first is the PASI Client making the claim "Hi, I'm PASI Client [X]". The second is the PASI Core making the claim "Hi, I'm the PASI Core". Mutual authentication is the act of authenticating both of these claims. 

At a technical level, PASI Clients interact with the PASI Core through the use of web service calls conforming to the WS-I Basic Profile Version 1.1 (http://www.ws-i.org/Profiles/BasicProfile-1.1.html). Furthermore, the use of HTTPS with mutual authentication (recommendation R5010 in the Basic Profile specification) is considered mandatory and is used to address message integrity, confidentiality and authentication.

Mutual authentication is carried out through the use of HTTPS requiring both client (PASI Client) and server (PASI Core) digital certificates (RFC 2818: HTTP Over TLS and RFC2246: The TLS Protocol Version 1.0.)  Each PASI Client and the PASI Core exchanges digital certificates at the transport layer.

As a result, the PASI Core is able to securely identify the specific PASI Client that has initiated the web service call and, conversely, the PASI Client is able to trust that it is communicating directly with an authentic PASI Core service.

To support the use of certificate-based authentication the PASI Core maintains a mapping of certificates to PASI Clients. The Core supports the ability to map multiple certificates to a single PASI Client and reliably addresses the issues of certificate expiration and revocation. Certificate issuance is facilitated by Alberta Education and discussed later in the document.

A single PASI Client may be permitted to act on behalf of multiple organizations and, conversely, a single organization may have multiple PASI Clients. Furthermore, as a result of the inherent relationships between organizations (e.g. each school is governed by a specific school authority) the PASI Core is aware of those organization relationships. 

A PASI Client Registration process exists which enables organizations to register their PASI Clients to the PASI Core.  As a result of this, each PASI Client is seen as an authenticated security principal acting on behalf of one or more organizations.

Note: This is discussed in the Integration section.

1.1.6 Authorization Discussion

Authorization is the process of verifying that an authenticated entity is permitted to perform some action: accessing data, performing an operation, calling a function or using a service. The requirements and rules for authorization can be complex, varied and highly application specific. Authorization rules and policies range from the simple:


"Canadian citizens over the age of 18 on polling day are permitted to use the voting service" 

to highly complex:


"Canadian citizens who, on polling day, are over the age of 18, have resided in Alberta for at least 6 months and are not serving a sentence of 11 days or more (except for the non-payment of fines) are permitted to use the voting service"

An authorization rule is really a specific type of business rule and, as a result, the requirements for authorization tend to be equally as varied. PASI supports two simple infrastructure level authorization support capabilities. The two support capabilities are: Role-base authorization and Association-based authorization.

1.1.6.1 Role-based Authorization

The PASI Core provides a simple role-based authorization capability. The roles identify the functions the PASI Clients are authorized to execute.

Note: During the PASI Client Registration process, the PASI Client is allocated specific role memberships based upon the functionality of the application involved.  For example a SIS will be allocated the role memberships relevant to a SIS. 
1.1.6.2 Association-based Authorization

Once the PASI Client has been identified (during the authentication process) the PASI Core must determine whether or not the PASI Client is authorized to carry out the web service action on the data elements specified in the call.  Each web service call essentially requests some type of activity on an entity (in most cases this will be a student).  The key aspect to determine is: does the organization making the request have the right to affect the entity involved.

The PASI Core keeps a set of data identifying associations between organizations and entities (in most case students).  As a result of this, the PASI Core is able to determine whether or not the organization(s) is authorized to carry out the requested action on the entity involved.
1.1.7 Authentication and Authorization Example

An example (figure 3) best describes both the authentication and authorization capabilities: Student S1 is enrolled at organization O1.  PASI Client PC1 represents organization O1.  PASI Client PC1 calls the PASI Core web service “ChangeStudentPersonalData” specifying student S1 and the changes required.  Included in the request is the PASI Client’s digital certificate information.

[image: image3.emf]Organization O1

ChangeStudentPersonalData 

(S1, …..)

PASI Client PC 1    

PASI Core

Student S1

Organizations

Students

Clients

Internet

Figure 3 Authentication and Authorization Example
When the PASI Core receives the request, it is able to negotiate a secured conversation with the PASI Client using the digital certificates (PASI Client and PASI Core).  The PASI Core is then able to determine the request is being made by PASI Client PC1.

From this the PASI Core is able to determine that PASI Client PC1 represents the organization O1.  It is also able to determine from roles assigned to PASI Client PC1 that the PASI Client is authorized to call the “ChangeStudentPersonalData” web service.

When the student enrolled, an association was captured in the PASI Core identifying student S1 is enrolled in organization O1.  The PASI Core uses this enrolment association to verify this request should be allowed.
Audit, Monitor and Alarm

The PASI Core performs audit, monitor and alarm activities for all web services.  These mechanisms are managed by PASI support personnel.

Audit – The PASI Core logs all web service calls to the PASI Core.  The information logged includes (but is not limited to): PASI client identity, caller identity (local identifier passed by the PASI client, parameters passed in call, exceptions, results sent back to client, etc.)

Monitor - The monitoring capability facilitates publishing of statistics on success, failure and execution times of web service calls made by PASI clients in real-time. The intent behind this capability includes the ability to improve performance, monitor use, and identify threats.
Alarm - PASI is able to use monitor information to provide real-time notification in case of critical technical problems or when the service fails to meet the specified Service Level Agreement (SLA). 

The PASI Reference Client
PASI provides Reference Clients for all PASI Core web services to demonstrate how a PASI client might call the PASI Core web services.  That is, Reference Clients are intended to be used to help software providers modify their applications to address PASI requirements.

Each Reference Client demonstrates how to programmatically interface with the PASI Core by calling the PASI Core web services.  It also demonstrates how to implement the security mechanisms required for PASI Clients (see Security section).
As web services are developed for PASI (see Incremental Delivery), Reference Clients will be made available that demonstrates interaction with the web services.  Each Reference Client will demonstrate how to interact with one or more web services.
Each Reference Client deliverable includes source code for the implementation.
Note: The primary purpose of the Reference Client is to demonstrate, from a technical perspective, how to interface with the PASI Core.  Its intent does not include a demonstration of the business model.

Incremental Delivery

The scope of PASI includes a number of aspects of the education system.  Logical groupings of functionality are being collected and grouped for delivery.  The first group delivered addresses student personal and enrolment related functionality.  
Within a group, the functionality to be built and rolled out will be divided into logical releases.  For each release, the PASI Team carries out the design, development, and internal test which results in PASI software being deployed to test and production environments.  Documentation describing any new web services is published at this time.

In most cases, a software provider’s application(s) will require changes for a release.  This will be carried out by software provider resources.  As changes are made, the new software must go through the appropriate tests (System, UAT, and Conformance) and potentially a piloting process as described in this guide.
Integration

This section deals with the mechanisms in place to support integration of software provider applications with PASI.
Integration Goals

Integration goals include:
1. A communications mechanism is in place whereby software providers are aware of “anything in PASI” relevant to the provider;
2. The processes, tools, environments and support are in place to facilitate software providers integrating their product(s) with PASI;
3. Software providers have clear direction to as to the steps they must take to integrate their products with PASI;
4. The software provider’s product is sufficiently tested so as to ensure their product is acceptable from Alberta Education and school authority perspectives; 

5. A policy exists for software providers whose software does not meet interoperability requirements;  and

6. There is a clear delineation of roles and responsibilities with respect to integrating software provider products with PASI.
Integration Documentation
PASI provides access to integration information at the following sites:

· The PASI Community Site (http://extranet.engage.education.gov.ab.ca/pasi )
· The PASI Public Site (http://extranet.education.alberta.ca/PASI.devnet/).
Note: The PASI Community Site is only accessible by school, school authority and Alberta Education personnel.

1.1.8 PASI Integration Documents

The PASI Integration documents are intended to be the primary source of integration information for software providers wishing to integrate their product(s) with PASI.  The documents can be found in the PASI Public Site (see above).

The PASI integration documents include:

· Software Provider Introduction to PASI

· PASI Integration Guide (this document)

1.1.9 PASI Business Documents

The PASI business documents include:

· PASI Business Overview

· PASI Code Values

· PASI Validation Rules

1.1.10 PASI Data Standards

The PASI data standards documents include:

· Mailing Address Guidelines and Standards

· Name Guidelines and Standards

· Name Guidelines and Standards – Technical Implementation Guide

· Phone Number Guidelines and Standards

· Student Personal Information Guidelines and Standards

· Student School Enrolment Guidelines and Standards

1.1.11 PASI Technical Documents

The PASI technical documentation includes the following:

· PASI WSDL – Is the PASI Web Services Description Language file for the PASI Core web services.

· Technical API - The Technical API documentation contains introductory documentation as well as API specifications generated from comments that are stored in the PASI core's source code. These comments are extracted using a tool called Sandcastle (http://www.codeplex.com/Sandcastle).  
· PASI Code Types – Identifies the code values used when interacting with the PASI Core.

· PASI Service Versioning - Communicates the versioning strategy used by PASI Core to publish its Service and Data contracts to its internal and external stakeholders.
1.1.12 PASI Reference Client 

The PASI Reference Client documentation includes:

· PASI Reference Client Introduction – This document is intended to be the primary source of integration information for software providers wishing to integrate their product(s) with PASI.
· PASI Reference Client ZIP File – Contains the MS Visual Studio Solution (including source code) for the Reference Client.
1.1.13 PASI Test Documents

The PASI Test Documents include:

· PASI Conformance – Phase 1 Testing Guide:  This document describes the PASI Conformance – Phase 1 Test and can be found in the Shared Documents folder found at the PASI Software Provider Site of the Alberta Extranet.  

· PASI Conformance – Phase 2 Testing Guide: This document describes the PASI Conformance – Phase 2 Test and can be found in the Shared Documents folder found at the PASI Software Provider Site of the Alberta Extranet.  
Integration Participation
PASI has identified the need for at least one "partner" school authority, for each of the Student Information System (SIS) providers (vendors), to participate in key integration and piloting activities.  In order to participate in these key integration and piloting activities, a Memorandum of Understanding (MOU) must be arranged and signed between each "partner" school authority and the SIS provider indicating agreement to participate in the pilot process and outlining the respective responsibilities for both parties.  The signed MOU must be submitted to the PASI Project Director, Sam Radke (email:  Sam.Radke@gov.ab.ca).   A SIS vendor may have more than one school authority in the “partnering” arrangement.
Note: This agreement must specify the special requirements around data privacy and security.  That is, during all activities in this process, the vendor must not access any student data for students outside of the partnering authority. 

Registering to Participate in PASI
Each application that a software provider wishes to integrate with PASI must be registered with PASI.  PASI must be made aware of the software provider information, application type, along with other pertinent information.

In addition, application registration establishes access to each of the test environments.  This includes the allocation and registration of the digital certificates for each of the environments (see Security in section 4).
To register please contact:


Richard Evans
PASI Vendor Readiness Lead

phone: 780 638 2829

e-mail: pasi.readiness@gov.ab.ca or
e-mail: Ricahrd.Evans@gov.ab.ca
Integration Infrastructure

Alberta Education provides the infrastructure to support integration efforts by the software providers.  Alberta Education provides the necessary hardware, software, security and network connectivity for testing PASI client applications against the web services and for actual production services.

The infrastructure includes environments to support: 
· Software providers making changes and testing (Sandbox)
· User acceptance testing for a release (Beta IAT)

· Interoperability conformance testing (Conformance Test – Phase 1, Beta IAT – Phase 2)
· Full production use (Production) for carrying out school authority pilot and eventual implementation to SIS provider clients.
The infrastructure also includes the use of PASIprep during development and test activities to verify data in the PASI Core.

Note: Each software provider must register for each applicable environment (see Integration Process) in order to utilize this infrastructure.

1.1.14 Sandbox

The Sandbox is a test environment that allows software providers to test their applications at any point in time.  The Sandbox has the latest release of the PASI Core developed by the PASI team. 

The intent of the Sandbox includes facilitating vendors incrementally modifying and testing their product, as well as providing new potential software providers with the opportunity to “try out” their products in the PASI world.  The Sandbox may also be used for training purposes by the software provider.
The Sandbox environment contains scrambled data so as to address security and privacy concerns.

Note: The Sandbox is essentially an Alpha type environment and as such may contain software that has not been fully tested.  This approach has been taken so as to support simultaneous development of new software by both PASI and software providers in order to expedite delivery of new functionality.  The Sandbox may contain a newer version of PASI software than that present in production as the software existing in the Sandbox environment will not migrate to the production environment until it has undergone appropriate internal test.

1.1.15 Beta IAT

Beta IAT is a test environment that is used to support user acceptance testing (UAT) as well as Conformance Test – Stage 2.  
The Beta IAT environment has the latest PASI Core beta release (which has completed system test) installed.  
The Beta IAT environment contains un-scrambled data as those persons carrying out the tests are school and school authority personnel.
1.1.16 Conformance

Once the software provider’s product has completed user acceptance test, it is ready for conformance testing.  Conformance is the test environment that is used to support conformance testing – Phase 1 for PASI.  
The Conformance environment has the latest PASI Core beta release (which has completed system test) installed.  

The Conformance environment contains scrambled data so as to address security and privacy concerns.

1.1.17 Production
Production activities, including the school authority pilot, take place in the Production environment.  
The Production environment has the latest full production release of the PASI software installed.  
The Production environment contains production data.
Integration Process involving Pilots
The process to be used for integration is described in figure 4.  It is important to remember that PASI is being carried out incrementally.  As a result, many of these steps will be carried out multiple times over the life of PASI.
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Figure 4. PASI Integration Process Overview

The following processes describe the steps to be taken.

1.1.18 Development
In the Development phase, the software providers will work to prepare their applications for User Acceptance Test.  Software providers are expected to fully conduct unit testing and system testing in the Sandbox environment prior to conducting user testing with their partner school authority and conducing conformance testing with the Alberta Education PASI team.
The PASI Team is responsible for carrying out the analysis, design, development and test of the PASI Core web services.  In addition to the PASI Core web services, the PASI Team will create reference clients.  These applications demonstrate how to call the web services. 

Throughout the life of the project the PASI team will update the Sandbox PASI Core making web services (see Integration Infrastructure) available to software provider developers.  In addition, the PASI Team will publish documentation relevant to the web services.

The documentation is identified above.

1.1.18.1 Establish MOU
As indicated previously, software providers must partner with one or more school authorities in order to participate.  Each software provider must sign an MOU with one or more school authorities.  Partner school authorities are expected to participate with the software provider to establish business requirements; complete user testing; participate in conformance testing; and piloting the software provider system updates in the production environment.
Note: This agreement must specify the special requirements around data privacy and security.  That is, during all activities in this process, the vendor must not access any student data for students outside of the partnering authority. 

Once the MOU is in place, the software provider and the "partner" school authorities need to register with PASI.
1.1.18.2 Establish User Experience

It is recommended that representatives from "partner" school authorities work with the software provider to establish the user interface requirements for the new release of the product.  The “partner” school authorities should work with the software provider (and the PASI team if required) to establish their business and user acceptance requirements.  These user acceptance requirements are to be tested in the UAT phase.
1.1.18.3 Design,  Develop, and Test Software

The software provider will review their PASI integration design with the PASI team prior to any significant development.  This review will help identify PASI integration issues such as incorrect or ineffective use  of PASI Web services. 
The software provider will then modify the product to address user interface requirements as well as PASI business and technical requirements.

As the software provider develops/modifies the product, unit and system tests can be executed in the Sandbox.  Note: These are executed to test the product’s interaction with the PASI Core.  It is expected that the software provider will system test their product in the Sandbox environment.  PASIprep will be available upon request for the software provider to use to verify data in the PASI core.
1.1.19 UAT

The purpose of the User Acceptance Test (UAT) phase is to have the "partner" school authority test the software provider’s software for a given release to ensure that both PASI requirements as well as the User Interface requirements for the release are met.
“Partner” school authorities must “sign-off” the UAT before moving to the next step: Conformance – Phase 1 Test.  
Note: It is expected that the UAT is a comprehensive test with the intention of ensuring that the product is ready for final conformance testing.
1.1.19.1 Prepare for UAT

In order to carry out the UAT, preparations must be made.  This includes:

· “Partner” school authorities identify UAT testers: UAT will be carried out by representatives of the "partner" school authorities.  
· "Partner" school authorities plan UAT with the software provider: The planning should address schedule, test activities, etc.

· PASI team prepares Beta IAT environment for test:  This includes ensuring the data is set up for the test.

· "Partner" school authorities and/or software provider prepare local environment for test: This preparation includes installation of the software provider’s software as well as establishing the appropriate data for the test.  It also includes data preparation, infrastructure changes required (hardware and software), etc.

1.1.19.2 Update Training Materials

The software provider updates the training materials if updates are required.  This is then reviewed and approved by selected representation from the "partner" school authorities.
1.1.19.3 Training

In order to carry out UAT, the "partner" school authority testers will be trained using the updated materials.  Training activities should include:

· Software provider-led training for school authority testers
· "Partner" school authority testers receive business training on any new or changed business processes 
1.1.19.4 Execute UAT

UAT is then carried out.  Activities include:

· Software provider provides UAT support to the "Partner" school authority testers

· "Partner" school authority Testers carry out the UAT
· PASI Team provides support of UAT as requested to address issues

1.1.19.5 Approve UAT

Once the UAT execution is complete, the "Partner" school authority testers will approve the solution if the test was successful.  If the test is not successful and modifications to the software provider’s application are required, the software provider's application will have to be updated and retested accordingly.

In addition to approving the application, the "Partner" school authorities are responsible for approving the training materials.  If changes are required, then the changes must be completed before UAT is complete. 
The partner school authority must provide the PASI team with written notice of UAT acceptance.

1.1.20 Conformance
The purpose of Conformance Testing is to ensure that the software provider applications that interface with PASI meet the PASI business and technical requirements as well as school authority needs.   The goals of conformance testing include ensuring data integrity as well as mitigating risk to Alberta Education, software providers, educational institutions, and the students. 
Note: Lessons from previous execution of the Conformance Test are described in Appendix 2.

There are two sets of Conformance test.

1.1.20.1 Conformance – Phase 1 Test
Conformance - Phase 1 Test, the technical test, is used to ensure that the technical and security standards that have been established by PASI are being adhered to.

The PASI team must “sign-off” the Conformance – Phase 1 Test before moving to the next step: Conformance – Phase 2 Test.
1.1.20.1.1 Publish Conformance -Phase 1 test Requirements
The PASI team is responsible for creating and providing all of the requirements for this test to the software providers.   This includes provision for:

· Specification of test cases by the PASI team to be executed including:

· specification of web services to be executed

· specification of the order in which web services are executed

· specification of test data to be sent to the PASI Core(via web services) by the software provider application 

· specification of data to be received from the PASI Core(via web services) by the software provider application

· verification information to be used by the software provider and the PASI Team to determine success or failure of the conformance technical test.

1.1.20.1.2 Prepare for Conformance– Phase 1 Test
Preparation for the Conformance – Phase 1 Test includes:

· The PASI team identifies and provides specific needs necessary to assist with the test including tools, procedures, etc.
· The PASI team prepares the PASI conformance test environment (Conformance) with all of the appropriate software updates and documentation.
· The PASI team ensures the conformance database is refreshed and required data sets are pre-loaded.  
· The PASI team builds the scripts for interoperability conformance testing.
· The software provider schedules the conformance test with the PASI Team.

1.1.20.1.3 Execute Conformance – Phase 1 test
At the time scheduled, the software provider must work with the PASI team to execute the conformance test.  
1.1.20.1.4 Validate Conformance – phase 1 test
The PASI team will validate the results of the Conformance Test.  They will assess the success of the test and provide sufficient feedback for any tests failed to the software provider.  The PASI team will log the conformance outcome, in addition to the information on the software versions the conformance was applied to. The software provider can make appropriate changes and schedule a retest if problems were encountered.

If successful, PASI will issue a Conformance – Phase 1 success notification to the software provider for the release version tested.

1.1.20.2 Conformance – Phase 2 test
The second phase of conformance test is focused on business behavior in an integrated environment.  This business test is used to ensure that usability and business standards that have been established by PASI and school authorities are being adhered to and the software behaves well in an integrated environment for both the school authorities and Alberta Education.  
The “partner” school authorities and the PASI team must “sign-off” the Conformance – Phase 2 Test before moving to the next step: Pilot in Production environment.  

1.1.20.2.1 Publish Conformance -Phase 2 Test framework
The PASI team is responsible for creating and publishing the test framework for the conformance – phase 2 test.  This framework will include high-level test scenarios that can be used by “partner” school authorities to create detailed test cases, test data, etc.
1.1.20.2.2 Prepare for Conformance – Phase 2 test
Preparation for the Conformance – Phase 2 Test includes:

· The PASI team identifies and provides specific needs necessary to assist with the testing including tools, procedures, etc.
· The PASI team prepares the Beta IAT environment with all of the appropriate software updates and documentation.

· The PASI team ensures the Beta IAT database is refreshed and required data sets are pre-loaded. 
· The “partner” school authorities and the software provider ensure the authorities test environment is set up and populated with any required test data.

· The “partner” school authorities schedule the conformance test with the PASI Team.
1.1.20.2.3 Create Conformance – Phase 2 Test cases

The “partner” school authorities are responsible for creating detailed test cases based upon the test framework provided by the PASI team.  These test cases should be sufficiently detailed to allow all testers to carry out the test.
1.1.20.2.4 Execute Conformance – Phase 2 test
At the time scheduled, the “partner” school authorities will work with the PASI team to execute the conformance test.  It is expected that the “partner” school authorities will be responsible for test execution.  However, during execution of the test, the PASI team will be responsible for execution of those steps that only Alberta Education would be able to execute.  The software provider’s role is to support both groups in their execution of the test.
1.1.20.2.5 Validate Conformance – phase 2 test
During test execution, the “partner” school authorities, the software provider, and the PASI team will all play a role in validating conformance.  That is, the “partner” school authority will be responsible for validating results in their application; the software provider will be responsible for validating results in the application database (where appropriate); and the PASI team will be responsible for validating the results in the PASI Core (where appropriate).

It is up to the “partner” school authority to ensure that all tests are successful and to send the PASI team a test success notification when appropriate.

1.1.21 SIS Pilots
The purpose of the SIS Pilot phase is to run Conformance – Phase 2 Test approved software in production with the partner school authority. 

Piloting the software in a production environment reduces the risk associated with deployment.  It also provides everybody with significant information around how to carry out full deployment effectively.  Once pilots are perceived to be successful, the remainder of the deployments can be planned for (if there are a large number of deployment sites, then it is recommended that deployment be staggered).
The SIS Pilots phase contains activities addressing data resolution, preparation, training, and execution.  
Note: these activities may start early on in the effort to ensure that all is in place when execution begins.
Note: Lessons from previous execution of the Pilot are described in Appendix 3.

1.1.21.1 Resolve Data
The intent of the data resolution effort is to bring all holders of the same data into agreement regarding what should be done to align the data and carrying out that alignment.

There may be significant effort required to address data resolution properly.  Key data is present in the "partner" school authority (possibly schools) as well as Alberta Education and where it is believed that there are discrepancies in data values for the same data elements, a data resolution approach must be established and then executed before each pilot can be executed.

Note: It is expected that identification of data resolution needs will occur during UAT as the teams will be using a copy of production data and as a result, they will experience much of what will occur when moving to production.

1.1.21.2 Prepare for Pilots
Preparation for the pilots must be carried out by all organizations involved.  Activities include:

· The PASI team will survey pilot sites for readiness.  This will minimize the chance of pilots occurring before all players are ready.
· The "partner" school authority will establish the pilot plan to identify which organizations are involved, their activities, timing, etc.
· PASI team and the "partner" school authorities address security/privacy requirements (security and privacy readiness review, formal security and privacy agreement).

· "Partner" school authority prepares for the pilot.  For each of the sites the software is to be deployed, preparation must occur.  This includes data preparation, infrastructure changes required (hardware and software), etc.
· The PASI team prepares for the pilots: This includes activities around data resolution, security setup, etc.
1.1.21.3 Train for Pilots
In order to carry out the pilots, the "partner" school authority users will be trained using the materials updated during the conformance phase.  Training activities typically include:

· Software providers provide training

· "Partner" school authority testers receive training

1.1.21.4 Execute Pilots
Pilot activities include:
· "Partner" school authority deploys the software (or software provider where the software provider hosts the software for the school authority)
· PASI team monitors the deployment. The PASI team will provide support where required.

· Software provider provides pilot support.

Non-piloting Integration Process
Once the SIS vendor PASI-enabled SIS product is deployed into production, SIS vendors may be asked to undertake additional pilot activities with their partner with a school authority when significant changes are made to PASI.  Where PASI changes are insignificant, a much simpler process can be used.  Note: In this case, it is assumed that the integration process involving piloting has already been carried out for a previous release of the software provider’s SIS.

The process is described below in figure 5.  
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Figure 5. Non-piloting Integration Process

In this case, it is assumed that an MOU between the software provider and the “partner” authorities from the piloting effort is already in place.  As can be seen, the remainder of the development and UAT activities are similar to those described in the Integration Process involving Pilots.  Those activities are described in detail in the section Integration Process involving Pilots.

Conformance – Phase 1 and Conformance Phase 2 activities may or may not be carried out depending upon the significance of the development activities carried out by the PASI team.  If the PASI team determines that changes are significant enough, those activities will be required.
Appendices

Appendix 1 General Policies and Guidelines
Privacy and Software Providers

To serve privacy requirements, the following apply:
· All individuals who have access to any PASI data through SIS vendor products must complete an appropriate confidentiality agreement and will be bound by such agreements and
· Any information about PASI, which is obtained as part of the testing process is deemed to be proprietary to Alberta Education, and as such cannot be used by the software provider for its own purposes. 

Privacy and Data
No ‘real’ data is to be used in any of the test environments.  Note that PASI scrambled data looks and acts as genuine data, but is not. Care must be taken that this data is not accidentally assumed to be production data.
School authority staff may have access to non-scrambled data in the IAT environment for user acceptance testing; where software providers provide application hosting services and have access to all provincial student data in PASI, vendor contracts may need to be amended to reflect security and privacy requirements.

‘Real’ data is to be used in the production environment only.  Software provider staff should not access any production environment.

Data Integrity 

The cost of maintaining data integrity and liability for data corruption repair costs resulting from an error in PASI’s web service specifications are recognized as an ongoing operational issue. Alberta Education and school authorities will jointly address such events as they occur and are identified. 

It is Alberta Education’s responsibility to monitor on an ongoing basis the integrity of the PASI Core databases so that remediation actions can be taken in a prompt and responsive manner. 

Remediation action may involve upgrades to PASI requirements, web service specifications, updates to software providers and end user training, security protocols, or some combination of the above. 

While every effort is made to ensure data maintained in the PASI Core is correct, Alberta Education does not warrant that all data is accurate and up to date. Each software provider and each end user must recognize that they are responsible for interpreting the data within PASI and confirm that the data is correct through their own initiatives. 

Where Alberta Education, through its monitoring activities, identifies that a particular software provider software is not operating as intended and finds that the system is creating data integrity issues, Alberta Education reserves the right to disallow any updates by the identified system until such time as the error situation is fixed and the software provider re-submits its software for conformance testing. 
Cost of Testing 

Each software provider will bear the cost of their own participation in the test process. 

Alberta Education is responsible for maintaining the software provider website, the test environments, test scripts, test scenarios, and administering the conformance test process. 

Where significant issues are encountered during the testing process, Alberta Education reserves the right to delay any further testing for a period of up to several months. 

Appendix 2 Conformance Test – Lessons Learned
As a result of Conformance Tests carried out so far, the following should be considered when preparing for Conformance Testing.

	More than 1 execution
	The PASI Test Team and the Software Provider should plan for multiple executions of the test in order to get to a successful completion.  For example, it is expected that during the first execution of the test, bugs will be uncovered.  The SIS Provider should then be prepared to address the bugs in their software.  Once the bugs have been addressed, the software will need to be retested.

	Conformance Test takes a significant amount of time.
	The Conformance Test requires a significant amount of effort on the part of the PASI Test Team as well as the Software Provider.  The Software Provider and the PASI Test Team should be prepared to spend 1 week together to carry out the Conformance Test for the first time for a SIS Provider's product.  It is then expected that the Software Provider will make changes to their system to address any bugs uncovered during the test.  Another session is required to retest changes made to address bugs.

	SIS Provider needs to be physically present at Alberta Education for testing.
	The test requires the Software Provider to demonstrate: how the application behaves internally (access to database is required), how the application behaves from a user perspective, as well has how the application behaves from a data quality point of view.  For this reason, the SIS provider needs to be physically present to demonstrate the application to the testers.

	SIS Provider needs to read appropriate documentation before participating in the test.
	A significant amount of documentation is available to the Software Provider including (but not limited to) Business Overview, Reference Client, Technical API specification, Conformance Testing Guide, etc.  

	SIS Provider should execute smoke test before participating in the test.
	The tests to be executed are outlined in the Conformance Testing Guide.  PASI recommends the Software Provider carry out a "smoke test" carrying out the same tests identified in the Conformance Testing Guide document.  This potentially will allow the Software Provider to identify and address many problems before participating in the test.  Note: When the software fails a test case, the Software Provider must put in place an appropriate fix which will need to be retested by the PASI Test Team resulting in much duplicate effort being carried out.

	SIS Provider should execute unit and/or system test before participating in the test.
	PASI strongly recommends the Software Provider carry out unit and/or system test before participating in Conformance Test.  This potentially will allow the Software Provider to identify and address many problems before participating in the Conformance Test.  Note: When the software fails a test case, the Software Provider must put in place an appropriate fix which will need to be retested by the PASI Test Team resulting in much duplicate effort being carried out.

	The PASI Test Team will identify to the Software Provider what school year will be used for testing.
	The Software Provider should know which school year is being used for test purposes so that proper preparation can occur.


Appendix 3 Pilot – Lessons Learned
As a result of pilots carried out so far, the following should be considered when preparing for the pilot.

	Too many initiatives at one time
	It is important that both “partner” authorities and the software provider are not involved in too many initiatives other than the pilot.  It is important that resources are available to address the pilot when required. 

	Fully test initial synchronization and enrolment submission before pilot
	Need to fully test the initial synchronization process and enrolment submission to ensure everything worked prior to fully relying on the real time integration with PASI.

	Access to PASIprep
	Access to data in PASIprep to better debug and diagnose what was actually occurring between SIS and PASI in the test environments.

	Use PASIprep in Pilot
	Partner authority should use PASIprep to check data quality – compare SIS records with PASIprep extract results.

	Consult with Users
	Vendors should consult with actual users right from the onset; understand day to day requirements and expectations.  Confirm with authorities before fully developed.

	Test, test, test
	Test, test, test, before you go to production, until you can’t test anymore



	Partnership required
	Partnership needs to be formed so communication lines are open; be willing and prepared to discuss.  

	3-way Communication
	Ensure three-way communication:  Authority, Vendor & Alberta Education (PASI team)

	Allocate Sufficient Time for Development and Testing
	Vendor needs to allocate sufficient time for development and testing before pilot.

	Training Environment is Important
	Vendor needs to ensure that a training environment is available and ready for user training

	Vendor Engagement in UAT
	Vendors need to communicate with and support testers during UAT.


Appendix 4 Integration Information Sites
PASI provides access to integration information at the following sites:

· The PASI Community Site (http://extranet.engage.education.gov.ab.ca/pasi )

· The PASI Public Site (http://extranet.education.alberta.ca/PASI.devnet/).
Note: The PASI Community Site is only accessible by school, school authority and Alberta Education personnel.

Integration information includes:
1. All documents addressing integration including: 

a. Access to this document;

b. The business model document (when available); and
c. The web service documents (HelloWorld and IdentifyStudent).
2. Reference Client and supporting documentation

3. PASI API Specification

4. Etc.
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�Information on the current data submission method can be found at: �HYPERLINK "http://www.edulink.ab.ca/"�http://www.edulink.ab.ca/� 
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